IIpoxyparypa BaHoBCKoIi 06/1acTH
METOANYECKUE PEKOMEHIAITNMHA

110 NPOPHIAKTUKE NIPECTYIICHUI, COBEPILIACMBIX €
HCIO0JIb30BaHHEM HHGPOPMALMOHHO-TEJIEKOMMYHHKAIMOHHbIX
TEXHOJIOTUH.

HamnboJ1ee pactipocTpaHeHHbIE CNOCOOBI AUCTAHUOHHBIX
MOULICHHUYeCTB.

Kak He cTaTtp JKEPTBOH MOIICHHNYECTRA.

2025
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AHanu3 ~ KPUMHHOTEHHOH  OOCTAaHOBKM Ha  TEpPPUTOPUM  00JacTH
CBUICTENBCTBYET 00 yBennueHur B 2024 rogy KOJIHYECTBA 3apErMCTPUPOBAHHBIX
IIPECTYIUICHUH,  COBEPIIEHHLIX  C  UCIOIB30BAHHEM  HH(POPMALUOHHO-
TEICKOMMYHHUKAIIMOHHBIX  TexHojgorud  (mamee —  HWTT), cHuxKeHuu
UX PACKPBIBAEMOCTH.

B 2024 roxy Ha Tepputopun VBaHoBckoil 06nacTu 3aperucTpuposaHo 4352

peCTYIICHNMA, COBCPIICHHBIX C HUCIIOJIB30BaHHUEM HH(i)OpMaIII/IOHHO-
TCICKOMMYHHKAIIHOHHBIX TEXHOJIOTHUH, N3 O6LIICFO KOJIMYECTBA
3APCTUCTPUPOBAHHBIX HpeCTyHHGHI/Iﬁ COCTaBIIAOT MOIICHHUYCCTBA

(ct. 159 VK P®) — 2114, HenpaBoMepHbI ZOCTYII K KOMITBIOTEPHOH HHYOPMALINH
(ct. 272 YK PD) — 374. ‘

Ilon xmbepUpPeCTYHHOCTBIO IOHMMAETCS HE3aKOHHAs JeATEIBHOCTD,
B paMKaX KOTOPOH 4aTaKyrOTCd KOMIIbIOTEPHBIC CeTH, CMApT(OHBI U Jpyrue
ycrporcTea. Hanbonee gacTeiii MOTHB — mosydenne GhuHaHCoBO# mpubbuta. s
5TOI'0 3JIOYMBILUICHHUKH MCIOJIBb3YIOT HE TOJLKO MHOOPMAIHOHHbLIE TEXHOIOTUH,
HO M METOZBl COLMATIBbHOH WIKCHEPUH, KOIad YEIOBEK HOOPOBOJBHO IIEpENaeT
KOHQUICHUMAILHBIE JAHHBIC WIH MEPeBOAUT cBou cbepesxenus. Kpome Toro,
LE/bI0 KUOEPATaK MOKET OBITh BBIBEICHIEC KOMIIBIOTEPOB MM CETEH U3 CTPOS —
U3 JTUYHBIX, KOMMEPUYECKUX WIH MOTUTHYECKUX [TOOYKIECHMIA.

[orepmeBmMU 0T KHUOEPIPECTYIUICHUH SBJIAIOTCS IPpakiaHe aBGCOIFOTHO
BCEX KATCTOPHMH, BK/INOYAasd KaK COIMATBHO-HE3ANIMIIEHHBIE CJIOM HACEICHUS
(MHBAJMABI, TIEHCHOHEPDI, HECOBEPIUEHHONETHHE), TAK WU JIIONH, 3aHUMAIOLIKC
PYKOBOILIIINE MIOCTEI B OPraHM3aluIX (IPpeAnpusiTrsx ) Beex popM coOOCTBEHHOCTH.

- 370y MBIIIICHHUKAMHA HCITOJIB3YIOTCS M30ILPEHHBIC CII0COOBI
«BBIMAHMBAsD) ACHCKHBIX CPEACTB, VI YEro UCIOJNL3YIOTCS pa3IndHbIE
«JICTEH/bI», MOCPEACTBOM H3JIOKEHHs KOTOPBIX OKA3bIBACTCH IICHXOJOTHYECKOE
BO3JICUCTBME HA TIpa)kIaH, KOTOPBIC MOJ €ro BO3AEHCTBUEM BBIMOIHSIIOT BCE
KOMaH/Ibl 3JIOyMBIIUICHHUKOB. MHOrHE U3 MOTEPHNEBIINX B JajIbHEHIIEM B XOJIE
OOIIEHUA C COTPYJHUKAMH IPABOOXPAHUTEILHBIX OPraHOB COOOIIAIOT, YTO
ACHCTBOBAIN «IIOJ THITHO30MY», B PE3yJbTaTe MPO(ECCHOHANBHON MAHHITYIALHI
CO CTOPOHBI NPECTYITHUKOB.

B xoze coBepuieHns IPECTyINICHUH 3JI0YMBIIIICHHUKH HCIIONB3YIOT 3BOHKH
C  HOMEpOB,  BHU3Y&JIbHO  MPUONMKEHHBIX K  HOMepaM  Telie()OHOB
MPaBOOXPAHUTETBLHBIX OPIaHOB, CIIY)KO OaHKOB (HAMPHMeEp 3BOHKH B MECCEHIKEPaAX
¢ nomepa + 900, Torna kak odunmaneHeli HoMep CGepa 900 u T.1.),
IIPEJCTaBIAIOTCSA OQUIINATLHBIMA JTUIAMU.

Haubosiee pacnpocTpaHeHHBIMH — cmoco6aMu  NpecTYIUIeHHH  Ha
CerOAHAIHNM IeHb ABJISIIOTCH:

l. CMC ot pabotoaarens.

TloTepresnieMy mocrynaer cMc COOOIICHNE MK COOOIIEHNE B MECCEHKEPE
OT paboTOHATEIsl O TOM, YTO C HUM B OIiKkaiiliiee Bpemst cBsikercs cotpynauk ®Ch
WIIA HHOW OpraHU3aLMHU, CICTYET ¢ HUM II0OOLIAThCS.



[Tocile 2TOro IOTEPICBUIEMY 3BOHHT COTPYIHMK C HMMCHEM YKa3aHHbLIM
DYKOBOJMTENEM M €OOOII@eT O IONBITKAX [EPEBOA JIMYHBIX COCPEKCHUH
Ha UHOCTPAHHBIC cUeTa, (PUHAHCUPOBAHUE TEPPOPU3MA U T.11.

B memsix MpeceueHrs MPECTYMHBIX ONepalnil MOTEPIEBIIETO YOCK AT
npepBaTh TPAH3AKI[MY I[IyTeM [ePeBOJA JEHEr (IMYHbIX HAKOIICHUH WM IyTCM
B3ATH KPCIUTA) Ha CUET, YKA3aHHLIH 3J10yMbIIUICHHHKAMH.

2. 310yMBIIUIEHHUKH [TPOAA0T Bamy KBapTupy uial MalluHy.

3BOHMBILNE MPEACTABISIOTCS TMPEACTABUTCIIAMH CIy:KObl 0€301MacHOCTH
KoMMepueckoro  Oamka, loc.  yemyr, Llewtpambnoro  Oanka 100
IPaBOOXPAHUTEIBHOIO OpraHa.

Co0BIIaoT 0 TOM, YTO TIEPCOHAILHBIE JIAHHBIC C JTUMYHOTO KaOWHETa yTeKIN
1 Temeph MPECTYMHUKM MOTYT OT Bamero uMeHM NpoaaTh KBapTUPY, MAIUWiY,
HCIIOJIL3YS DIIEKTPOHHOIU(PPOBYIO TIOUTHCD.

B Lenax 3amurkl MMYyIIECTBA CIEJyeT CPOYHO €ro Hpojarh, HEPEBECTH
JIEHBIY HA «3ANIUIIEHHBIH Kanamy, «6e30MacHbId CUeT», «PE3EPBHYIO AUCHUKY».

3. [Teperojt AeHET Ha «OE30MACHBIH CUCT.

3BOHMBUIMG  TPEACTABIAIOTCA MO0  MPCACTABUTEIAMHM  CILY>KOBI
6e30IIaCHOCTH  KOMMepueckoro  Oamka,  llentpaneHoro  Oamka  Jubo
PAaBOOXPAHUTEIBHOrO OpraHa 1 coofINaioT, YTO MOIICHHNKM C MCIIOJIL30BAHUEM
TIEPCOHATBHBIX AAHHBIX ITOTEPIEBIIErO OQOPMILIIOT KPEIUTEI B PA3IMIHBIX Oankax
W IS TOrO, 4TOOBl MHPENOTBPATUTH XUIICHHE AEHCT C OaHKOBCKOIO CyeTa
HeOOXOMMMO JINYHBIE COEpEeKeHUs CPOUHO MEPEBECTH Ha «De30macHbie cyeTay.
B xoje najdpHEHIIEro OOIIEHMs MOTEPIEBIIeMY COOOIIAIT O HeO0OXOIMMOCTH
oQOpMIIEHHS KPEUTOB U HX MepeBoia. TakKe 3aperncTpupoBaHbl CIIyau MPOAaKH
HEABIDKUMOCTH U IIEPEBOIa MOLICHHUKAM BLIPYUYEHHBIX CPEJICTB.

Cielyer OTMETHTB, YTO OOILEHHE MOTEPIEBLICIO CO 37T0YMBbIUIJICHHHKAMU
SBSETCS JUINTENBHBIM, B HEKOTOPBIX Clly4dasdx OCYIICCTBISETCS B TEUEHHE
HECKONBKUX MECAIEB, HCIONb3YyeTcs Kak TeledOHHas CBA3b, Tak M OOLIEHHE
nocpeAcTBOM Meccenprepos (Barcan, Baitbep, Tenerpam n 1.11.),

Kpome Toro, cieayeT NOMHUTb, YTO «DE3011aCHBIX CUETOBY HE CYLIECTBYET,
a npeacTauteny Lentpansioro batka He 0CyLIeCTBIAIOT paboTy ¢ QU3HICCKUMH
JUIAMH.

4. 3BOHOK 3JI0YMBIIIICHHUKA 110\ BUZOM MOOHJIBHBIX OIIEPATOPOB, KOTOPBIC
COOOIAOT, YTO CPOK HEHCTBUS Balled CHM-KapThl MCTCK JMOO HCTEKAaeT, a UL
€ro MpOJIEHHs HEOOXOAMMO COOOMMTL KO, KOTOPBIH MOCTYNHT B CMC JHOO
IPOITH MO CCHUIKE, HHAYe CUM-KapTa OyIeT 3a0JI0KHpoBaHa,

BaxHO 3HATH, YTO Y CMM-KApThl HET CPOKA JEUCTBUS, COTOBBIC OIEPATOPEI
NePEBBIIYCKAIOT CHM-KapThl TOJNBKO TI0 MpochOe morpedurencit B ciydae
QU3MUECKOTO H3HOCA, TOTEPH, HEOOXOAUMOCTH APYroro Gopmara.

BpioaHuB TpeGoBaHKsS MOIIEHHNUKOB 1 COOOIINB KO/ M3 CMC, 1100 PO
110 ccbuTKe BBI OTaeTe B pyKH 310YMBIIUIEHHHKOB JIOCTYTI B CBOM JINUHBIH KaOnHET
Ha caliTe omeparopa CBsI3W, M[OCIE YEro MOUICHHHKH UMEIOT BO3MOKHOCTD
YCTaHABJIMBATh [IEPEaAPECaInIo COOOICHHN Ha HYKHBIH UM HOMED, 9TO IO3BOJIUT
CMEHUTD [IapoJib 0T MOOHUILHOrO OaHKa W MOXWTHUTD JICHEXKHbIE CPEACTBRA.
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Bropasi pa3HOBUAHOCTH TAKUX [IPECTYIUICHUH - TIOJY4YCHHE B PE3YJIbTATC
cOODILIeHNs] KOJa U3 CMC JOCTylla K aKKayHTy «ToCycClyr», JaibHEeNIee
oopMIIeHHE 3aSBOK Ha KPEIUTHI B faHKax, MOJMyueHHE K 1IepCOHATBHBIM JIaHHBIM,
TAKUM KaK CBEICHHUS 0 H0X0aX, HaJuune 0aHKOBCKMX CYCTOB M T.A.

5. Biamom nu60 KONMPOBAHWE AaKKAyHTa IOIb30BATEN B MECCCHILKEpAX
BaTcar, BaioOep, TejgerpaMm, COULMAIbHbIX cereil BKOHTAaKTE M JajbHEHIee
HALPABJIEHHUE CrCHEPUPOBAHHBIX HCKYCCTBEHHEIM HMHTCILICKTOM (HEHPOCETHIO)
[OJIOCOBBIX COOOIIEHMIT OT UMEHH MOTEPIIEBIIEr0, KOTOPOE IMOJHOCTRIO KOIHMPYCT
ero ToJIOC, MCIONB3Ysl IIPU 3TOM paHee OTIPABICHHBIC coOOLIeHMsT BlaAenbla
axkaydra. Jlamee IO TUIMYHOM CXeME — mpoch0a OIOKUTE B3akMbl, (HOTO
OaHKOBCKON KapThl AJIS IepEeBO/Ia JICHEKHBIX CPEACTB.

B jaHHOUl CUTyamuu BaXHO YOCAMTHCA, HTO OOMIEHHE TPOHCXOANT
CO 3HAKOMBIM IIyTEM 3BOHKA 110 MOOMIBbHOH ceTu. Caenas 570, Brl obe3omacure
ce6s U IpeayIPeauTe 3HAKOMOr0 0 TOM, 4TO OT €ro UMEHH JNENCTBYHOT MOLIEHHHKH.

JIna Toro, 4ro0bl He MOTEPsiTh KOHTPO/IL HaA BamyM akkayHTOM HHUKOTa
He TIepEXOJUTe MO HE3HAKOMBIM  CChIIKAM, HC CKayMBaWTe MPOrpaMMbl
u3 HEMOJATBCP)KICHHBIX ~ MCTOYHMKOB, UCIIOJIb3YHUTE ABYX(AKTOPHYIO
ayTeHTH(QHUKANIO Bamux aKKayHTOB.

BymbTe MaKCHMAILHO BHUMATEIbHBL, [OCKOJIBbKY CJIGHAYIOIMM  STALOM
HCIOJIB30BAHMS  MCKYCCTBCHHOIO — MHTEJUIEKTA MOXET SIBUTHCA  TCHEPALA
BUJCOU300paKEHUN M PAacChUIKA BHUJICO COOOILCHNI OT MMEHHU POJHBIX, KOJIIET,
3HAKOMBIX H T.JI.

6. XuieHue JEHEKHbIX CPEJICTB Yepe3 CUCTEMY OBICTPBIX mnarexeit (CbII).

Hampumep, MOKynmaTelb Ha CaWTe OCTaB/LICT 3asdBKy MHa pUOOpETEHIE
TOBapa, eMy TOCTYIAeT 3BOHOK AKOOBI OT COTPYIHHKA MArasiia, npenaraeTcs
CKHJIKA Ha TOBAP, HO TOJLKO [IPU YCJIOBHH OILIATHI HCPE3 CBII unu QR-koa. Hanee
3J0yMBIILIEHHUK TIPUCHLIAET B MECCEHJUKEP CCBUIKY, BCHYILYHO Ha CTpaHuLy €
hopmoit omrarer mo QR-koxy. IlokymaTtens MOATBEPHKAACT MIATCH H JIEHEKHBIC
cpesicTBa MOCTYNAIOT Ha CUET MOUICHHUKA,

BaxxHO B TaKOM cuTyaluM CBA3aThCA CO cyKOOM MOJAJCPKKH OHJIAHH-
MarasuHa, yepe3 o(pHuLyalbHbINA CalT WK IPUIIOKCHHE. He coxpanarsb 114 OIiaThl
B JIMYHBIX KaOMHETax OAaHKOBCKHME KapThl, IPH BO3MOMNKHOCTH 3aBCJUTE OT/CILHYTO
KapTy Ui OIUIATHI TOKYIOK OHJIAKH.

7. 3apaboTOK Ha OMPIKE, 3aMaHUBAHHC IpUOLUTEHBIMH HHBECTULHAMU.

I[pectynHukamu B cetM VHTepHeT cO31acTCd MaKCHUManbHas BHAMMOCTE,
yTo OOIIEHNE TPOUCXOANT C TIPEACTABUTEISMH KPYIHBIX WHBCCTHIIMOHHDIX
[UIOIAIO0K, VX CAfThl MMEIOT BUAMMOC CXOACTBO ¢ OaHKOBCKUMM OpraHM3aluiMH
(manpumep, [asnpomuasecTnimy, PBK-unBeCTHUNTL, T-BankMHBECTUIIMU U T.A.),
HA3HAYACTCH JMIHBIA OpoKep, 0OLIeHNE ¢ KOTOPBIM MOMKET OCYIICCTBIATHCA NAKC
IIOCPEACTBOM BHAEO3BOHKOB. [To]l NX PyKOBOJACTBOM CO3/ACTCA JIMYHBIA KaOUHET
HA TOProBOl MIOLIAZKe, B KOTOPOM OTOOpaXaroTCs BCE BHECCHHBIC JICHEKHBIE
cpescTBa, ¥ MpuObIIb. OAHAKO HX nanbHEHIINH BbIBOJ HEBO3MOKEH.

8. Cxema «Bami poACTBEHHHUK 110T1aJT B JTTD».
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Hanbomee moaBepKeHLI JaHHOMY BHY NMPECTYTUIEHUH MOXUIbIE FPakIaHe.
3MOYMBILIUICHHUK TPEACTaBIsAeTCs] MO0 POICTBEHHUMKOM [10TepIieBIero, aubo
MPEJACTAaBUTENIEM  MPABOOXPAHUTEIBHOrO  oprana. B xome  pasroBopa
C TOTEPIEBIIUM  COOOIAeT, YTO JUIS  OCBOOOXKIEHWS OT  YTOJOBHOU
OTBETCTBCHHOCTH W HAKA3aHWUS B BUJC JUIIEHHS CBOOOABLI CPOUYHO HEOOXOAUMO
nepeaarh JACHEXHble cpencrsa.  Jlanee noreprieBMi, Oyaydd BBEIECHHLIM
B 3a0/Iy’)KJCHUM W HAaXO/ISICh B CTPECCOBOM CUTyallMd, JEHUCTBYET MO YKa3aHUSIM
MOIICHHHKA, JICHC)KHBIC CPEJICTBA IECPEBOAUT JIMOO HA YKAa3aHHBIE cyeTa, JUOO0
NEPERAET KKypbEpaM».

Crout eme pa3 oOpaTUTh BHHMAaHUE, UTO KEPTBOH KHOCPMOIICHHHUKOB
MOMKET CTaTh KaXKJbIM, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa3zoBaHus, COIHATBLHOTO
noyioxkenust 1 npounx pakrtopos. [I[puunHa B TOM, YTO MOUICHHUKHU BO3ACHCTBYIOT
Ha ODMOIIMU YeJoBeKa, a COBPEMEHHble TEXHOJOTMHM II03BOJISIFOT ClienaTh
HCII0JIB3YEMBIE MPUEMbI MAKCUMATIbHO MTPaB/I0II000HbIMHU.

OIHaKo TPOTHUBOCTOATH UM MOKHO, JJIs1 DTOTO CIEAYET NPUACPKUBATBHCA
psijia IPOCTHIX MPABUIL

1. HuxkoMy ¥ Hukorga He cooOlIaTe CBOM MACHOPTHBIC JaHHLIE
1 (QUHAHCOBBIC CBEJCHUS: NAaHHBIC KapThl M €€ BJIaJE]bLa, TPEX3HAYHBIA KOJ
¢ 0OpaTHOH CTOPOHBLI KapThl WM cMC-KOJ. COTPpYAHUKM OAHKOB W TOCCTPYKTYP
HUKOT'/J[a HE 3alIpalliBa0T TaKyr HHPOPMALHIO.

2. He my6mukylite KoHGUACHINATIbHBIE JAHHBIC B COIICETAX W HA KAKUX-THO0
CalTax. _

3. He xpanute ma"uble KapT U MAH-KOABI Ha KOMIIBIOTEPE WK B cMapTdoHE.

4, Ecam ¢ HeHM3BECTHOro HOMepa 3BOHUT  COTPYJHHMK  OaHKa,
MIPAaBOOXPAHUTEIBLHBIX OpraHoB WIH  TOCYJapCTBEHHOU opranuzaiuu
C COMHUTEJbHbIM MpPeMIONKEHUEM (Hampumep, CcoOoOIlEHUEM O IONbITKE
opopMIIEHUST KpeauTa WINW MOAO3PUTENLHON ollepauuud oT Bamero unmenu,
o0elllaHreM BBICOKOTO A0X0/a MO BKIATY, NPEeMIOKEHHEM MepeBeCTH CPeaCcTBa Ha
CTIeTIMAJIBHBIA CYET U T.JI.) WUIH IO TeNC(POHY 3amyTHBAIOT U TPEOYIOT OBICTPHIX
JEHUCTBHU ¢ HUHAHCAMHU, ITOJIOKUTE TPYOKY.

5. Ecau nogo3peBaere, UTO BaM 3BOHUT MOLUEHHUK, IEPE3BOHUTE B OaHK MU
B KOHTAKT-LEHTP BEJOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABIISIICS 3BOHSIIUNI.

6. He ucnons3yiite CIMKOM NPOCTHIE APOJIH, a TAKXKE OJMHAKOBBIE MAPOIH
JUIS PA3HBIX YUYETHBIX 3allHCEH.

7. 3amuiinanTe CBOM aKKayHThl ¢ NMOMOLIBIO JIBYX2TAllHON ayTeHTU(hUKALHUU
B TEXHHUYECKUX CEepBHCAX, THE€ 3TO BO3MOXHO. B Takom ciy4ae MOIICHHUKH
HE CMOTYT ITONYYUTh K HUM JIOCTYTI, Ia’K€ €CIIA Y3HAIOT MapoJlb.

8. CoBeplraiTe MOKYIKA B MHTEPHET-MAarasuHax TOJIBKO Ha MPOBEPEHHBIX
caiitax. CpaBHUBalTe afpeca CalToOB, TaK KaK B aapecax MOMKET OTJIMYATLCS OJHA
OyKBa UM TOUKA.

9. Hukorjia He BBOJIUTE JUYHBIC U (DPUHAHCOBBIEC JJAHHLIC HA COMHUTCIBHBIX
CaliTax W HE MEPEeXOJUTE II0 CChUIKAM M3 MNOJO3PUTEIbHBIX MHCEM, KOTOpPbIE
OpeaararT, HallpUMEpP, MPOUTH ONpPOC, MPOroJIOCOBaTh WM IMOJYYUTh KaKylo-
1100 BBITLIATY.
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Ecin jxe cpeicTBa yKe NepeBeIeHbl MOMICHHUKAM:!

15 HemeuieHHO 3a0lIOKUpYyHTE KapTy C MOMOIIBK MOOHIBHOIO
TIPUIIOKEHNS, TMYHOTO KabrHeTa Ha caiiTe OaHKa WM Yepe3 KOHTAKT-IEHTD DaHKa
o Tenedony.

2. B Teuenune CyTOK Iocle MOMYydeHHUs COOOIEHHA O CIIMCAHUU CPEICTB
HAMNUIIUTE 3asBJICHHIE B OTAeHeHHr 0aHKa O HECOrJaacuy ¢ Onepauunell u Bo3Bpare
JEHEXHBIX cpencTB. Takxke 00paTHTECH C 3asABJICHHEM O XUILEHUH JEHET B JII000¢
OTACIICHUE TTOTHMIIUH.

COBpEMEHHBIM MHP ¥ TEXHONOIMH HE TOIBKO JapAT HaM OECKOHEYHBIH
10CTYIl K HH(OPMALIMH, HO U JKAYT OT HAC YMEHMS MMM I10JIb30BaThCs. Passutue
KPHTHYECKOTO MBIIIICHHs, COOIIOACHNE TIPOCTHIX TPaBWI HH(OPMALIMOHHOM
UTHEHBl, OOUTEILHOCTE U 3a00Ta 00 OKPY/KAOIIMX TIOMOTYT U30€XKaTh IpobiaeM U
HE CTaTh KepTBOH KHOEPMOIIEHHUKOB.

MeTroau4ecKkne PEeKOMEHIAUK [MOArOTOBIEHBI YNPABJIEHUEM IO HAA30py
32 YrOJIOBHO-TIPOLECCYANbHOH M ONEPATHBHO-PA3BICKHON  [EATEILHOCTBIO
MPOKypaTypsl 00IaCTH.



